The Special EU Programmes Body Privacy Notice

The Special EU Programmes Body collects, holds and processes a considerable
amount of information, including Personal Data about you as our employees,
clients, customers, suppliers or agency staff, to allow us to provide services and to
deliver business objectives effectively and efficiently.

We respect your trust in us to use, store and share your information. In this
notice we explain how we collect personal information about you, how we use it
and how you can interact with us about it.

We recognise our responsibility in managing Personal Data, and are committed
to protecting and respecting your privacy through compliance with the Data
Protection Act 2018, UK GDPR and the GDPR (EU) 2016/679).

We will only use personal information you give to us for the purposes for which you
provide it, or in accordance with the law, or for the prevention and detection of crime.
We will only hold your Personal Data for as long as necessary for these purposes
and will not pass it to any other parties unless this is made clear to you. All
employees who have access to your personal data or who are associated with the
handling of that data are obliged to respect the confidentiality of your personal
information.

This Privacy Notice describes the types of Personal Data we collect, how we use it,
with whom we share it, and the rights of and choices available to you as a data
subject regarding our use of your information.

WHAT IS PERSONAL DATA?

Personal Data is data that relates to an identifiable living person ('data subject').

Special Categories Data (Sensitive Personal Data) also relates to an
identifiable living person, but specifically addresses:


Race or ethnicity



Political opinions



Religious or similar beliefs or other beliefs



Physical or mental health



Sexual orientation



Trade Union Membership



Biometrics (where used ID purposes)

MEETING OUR LEGAL AND REGULATORY OBLIGATIONS

To use your personal information lawfully, we rely on one or more of the
following legal bases:


Performance of a contract;



Legal obligation;



Protecting the vital interests of you or others;



Public interest;



Our legitimate interests;



Your consent.

To meet our regulatory and legal obligations, we collect some of your personal
information, verify it, keep it up to date through regular checking and delete it once we
no longer have to keep it. We may also gather information about you from third parties
to help us meet our

obligations. If you do not provide the information we need, or help us to keep it up to
date, we may not be able to provide you with our services.

WHAT PERSONAL INFORMATION DOES SEUPB COLLECT AND
HOW WE USE THIS INFORMATION?

SEUPB collects and processes Personal Data from various sources for a wide
range of business purposes. All staff within SEUPB are obliged to treat any Personal
Data collected or processed, in full compliance with the requirements of the Data
Protection Act 2018, UK GDPR and the GDPR (EU) 2016/679. The treatment of
Personal Data is regularly addressed with staff through training and awareness
briefings.

Human Resources

SEUPB needs to keep and process information about you for normal employment
purposes. The information we hold and process will be used for our management
and administrative use only. We will keep and use it to enable us to run the
organisation and manage our relationship with you effectively, lawfully and
appropriately, during the recruitment process, whilst you are working for us, at the
time when you employment ends and after you have left our employment. This
includes enabling us to comply with the employment contract, to comply with any
legal requirements, pursue the legitimate interests of the Body and protect our legal
position in the event of legal proceedings. If you do not provide the personal
information we may be unable in some circumstances to comply with our obligations
and we will tell you about the implications of that decision.

Recruitment and Selection

SEUPB collects and processes personal information about you throughout the
recruitment and selection process, including job applications received through our
website or e-mail, or in hard copy from you. We process this information as
necessary to serve our recruitment activity. Any information requested will be used
for recruitment purposes only, unless your

application is successful when your personal information will be used for the
purposes of performing an employment contract and will transfer to staff files.
In order to operate the Special EU Programmes Body recruitment system (“ERecruit”), we will collect and store personal information you submit to us via our
recruitment website.

The online recruitment system is provided and hosted by the Special EU
Programmes Body and its third party supplier. By submitting your personal
information you are consenting to the SEUPB holding and using it in accordance
with this Privacy Notice.

When you visit www.seupb.eu/jobs , download an online application form or receive
a hard copy application form to complete and submit, you may be asked to provide
certain information yourself including name, contact details, date of birth and job
history. Some of the information is mandatory for SEUPB to consider your
application for a job vacancy or meet its statutory monitoring and reporting
responsibilities. However, where indicated, some of the information is optional and
you can choose not to complete.

We may collect and process a wide range of Personal information about you at
different stages of the recruitment process.


We will collect and process contact information: your name; e-mail address;
phone number(s); postal address We will also collect and process
information contained in the application form, such as: education &
qualifications; employment history; National Insurance Number; details of
criminal offences; and details of any disability as defined in legislation.



We will also collect data from you to meet our statutory obligations which
will be anonymised for reporting purposes.



If you attend an interview we will collect and process additional
personal information about you.



Where relevant we will ask your consent to process Sensitive Personal
Data. We collect and process sensitive information as necessary, in
compliance with all applicable legislation, and in the furtherance of an
employment contract. Where

consent is sought and given, you retain the right to withdraw consent
to the processing of Sensitive Personal Data.


We will collect references which will contain personal information about you
but only from referees provided by you and only when we are considering
offering you a job in the Body.

If you make an application through the online recruitment system the personal
information you provide as part of the recruitment and selection process will only
be held and processed for the purpose of the selection processes of SEUPB and
in connection with any subsequent employment or placement, unless otherwise
indicated. Your personal information will be retained for as long as is permitted by
legislation and then destroyed.

The information you provide to us will be held on third party supplier computers in
the UK who act for us for the purposes set out in this privacy notice. They may
provide support services to SEUPB or on behalf of SEUPB. Except as set out in
this privacy notice or as required by law, your personal information will not be
provided to any third party without your prior consent.

By submitting your personal information and application you:

(1) declare that you have read, understood and accepted the statements set out
in this data protection privacy notice;
(2) are declaring that the information given in the application is complete and true
to the best of your knowledge, and understand that deliberate omissions and
incorrect statements could lead to your application being rejected or to your
dismissal;
(3) are giving your consent to the processing of the personal information contained
in the application and any other personal data you may provide separately in a
manner and to the extent described; and
(4) are authorising SEUPB to verify or have verified on their behalf all
statements contained in the application and to make necessary reference
checks.
Unsuccessful applicant data will be held within the recruitment system for a period
of two years before being deleted in order that you can access and re-use data in
future

applications and we can respond to statutory reporting requests. Successful
applicant data not transferred to an employee file will be deleted after a period of
seven years.

Employee Data

We will collect and process personal information about you from our recruitment
and selection activity. Once you have accepted a contract of employment with
SEUPB this data will be transferred to your Personnel File. Once employed, our
commitment and responsibility for the legitimate, accurate and secure collection
and processing of your personal information continues:


We will collect additional personal information from you on
commencement of employment including Sensitive Personal Data in
relation to your medical history, your next of kin, emergency contact
details, and your bank details.



We will process personal information about you concerning your contract of
employment and any amendments to it; correspondence with or about you,
for example, letters to you about a pay rise or, at your request, letters to
third parties confirming your salary details; information needed for payroll,
benefits and travel and expenses purposes; correspondence with you on
sick/maternity/paternity pay; sickness absence certificates and
correspondence to and from your medical professionals; Social Welfare
forms, doctors reports; records of Annual leave and other absences, for
example Special Leave, or any of the other statutory leave entitlements or
any applications made under Flexible Working opportunities.



We may collect personal information about you in the exercising of policies
including but not exclusively: Grievance and Disputes, Disciplinary or Dignity
at Work policies, and through meetings or communications with colleagues or
managers, or through the Performance Management System.



We will collect personal information including sometimes Sensitive Personal
Data in the course of various employee and Industrial Relations processes,
including but not exclusively: meetings with Trade Union and employee
representatives, legal proceedings, Work Relations Commission, Labour
Court, Employment Tribunals and the Labour Relations Agency. The data
collected will relate to your employment

terms and conditions with SEUPB, and may include; pay, annual leave,
special leave, sick absences, medical determinations.
You will of course inevitably be referred to in many of the SEUPB’s documents and
records that are produced by you or your colleagues in the course of carrying out
your duties and the business of the Body.

In addition, we monitor computer, telephone and mobile telephone use, as detailed
in our ICT Network, Internet & e-mail Policy. We also keep records of your hours of
work by way of our electronic flexi-time recording system.

We will only disclose information about you to third parties if we are legally obliged to
do so or where we need to comply with our contractual duties to you, for instance we
may need to pass on certain information to our pension or health insurance
schemes.

Communications

We may collect and use your personal and contact information to send you
communications, such as emails, text messages, and postal mailings.
These include information on:


Annual stakeholder perception and awareness survey



Corporate magazine ‘Your EU’



Corporate e-zine ‘EuroPA’



New Programme Consultation



Funding Call Workshops

These communications keep you up-to-date on the latest news and events relating
to the work of the SEUPB including updates on the implementation and delivery of
the EU-funded PEACE and INTERREG Programmes that may be of interest to you.
In you making initial

contact you consent to SEUPB maintaining a communications dialogue with you
until you opt out (which you can do at any stage).

In sending out such information, we process your personal data in the form of your
email address. We also store (and therefore process) your name and place of work
in various internal databases, spreadsheets, and / or in hard copy within manual
filing systems which are only accessible by nominated SEUPB communications
staff . We will only send you communication materials that you have consented to
receive and consent can be withdrawn at any time.

Some personal data may be collected about you from the forms and surveys you
complete, from records of our correspondence and phone calls and details of your
visits to our website, including but not limited to personally identifying information
like Internet Protocol (IP) addresses. SEUPB may from time to time use such
information to identify its visitors. SEUPB may also collect statistics about the
behaviour of visitors to its website.

SEUPB will only collect the information needed so that it can provide you with
communication and PR services. SEUPB does not sell or broker your personal
information.

Through agreeing to this privacy notice you are consenting to SEUPB
processing your personal data for the purposes outlined above. You can
withdraw consent at any time.

Programme Management & Delivery

The Managing Authority and Joint Secretariat sections within SEUPB may collect
and use your personal and contact information to send you communications,
such as emails, text messages, and postal mailings on information in relation to
Programme Monitoring Committees (PMCs), Steering Committees and Review
Panel Members.

These communications keep you informed of updates on the functioning of the
various committees of the EU-funded PEACE and INTERREG Programmes. In
making contact you

consent to SEUPB maintaining a communications dialogue with you until you opt out
(which you can do at any stage).

In sending out such information, we process your personal data, in the form of your
email address. We also store (and therefore process) your name and place of work
in various internal databases, spreadsheets, and / or in hard copy within manual
filing systems which are only accessible by nominated SEUPB Managing Authority
and Joint Secretariat staff . We will only send you communication materials that you
have consented to receive and consent can be withdrawn at any time.

SEUPB, in relation to the implementation and delivery of the EU-funded PEACE
and INTERREG Programmes, uses an online electronic monitoring system. eMS is
a programme monitoring system which allows the SEUPB to collect and store all
necessary information and communicate with applicants/beneficiaries electronically
via a secure online communication portal.

Data, including personal information, is collected for the purpose of providing
access to the eMS system, assessing project application forms, awarding funds to
selected projects, as well as implementing, managing, monitoring and evaluating
the subsidy contracts, protecting the financial interests of the EU (notably for
verifications and audits) and for communicating on respective programmes.

The recipients of this data are the programme authorities, the European
Commission, the programme Member States authorities represented in the
programme monitoring committee and group of auditors, contact points, the
company carrying out second level audits on behalf of the audit authority and the
group of auditors, the INTERACT programme authorities and any other entity to
which the SEUPB may give access to its database, on a strict need to know basis.

Any personal data collected in eMS will be processed by the SEUPB in
accordance with the Data Protection Act and GDPR.

The applicants and partners are authorised by the SEUPB to collect and process
personal data required in the online forms, provided that they have informed the
data subjects whose personal data are collected and processed about the
conditions of collection and processing of those data according to the eMS terms
and conditions (by providing them with a copy of these terms and conditions)
before transmitting those data to the SEUPB through eMS.

The persons whose personal data are processed have the right to access and
correct their own personal data. For this purpose, they must send any queries about
processing of their personal data to the SEUPB by sending a request through the
SEUPB self-service portal.

HOW YOUR INFORMATION WILL BE HANDLED

In deciding what personal information to collect, hold and process, SEUPB is
committed to ensuring that we uphold the highest standards. We adopt and
maintain the high standards in respect of the handling and use of your personal
information and only collect, hold and use your personal information where it is
necessary and proportionate to do so. We will keep your personal information
secure and safe, ensuring that there are effective safeguards and systems in place
to make sure your personal information is kept secure and that any personal
information is deleted when it is no longer needed.

As a Body we will consider and address the privacy risks when planning to use or
hold your Personal Data in new ways, such as when introducing new systems. We
will provide regular training to staff who handle personal information and we will
comply with obligations to report any failure in our systems which results in a Data
Breach and information being lost or miscommunicated.

HOW WE KEEP YOUR INFORMATION SAFE (WHERE YOUR PERSONAL DATA IS
STORED)

We protect your personal information with security measures under the laws that
apply. We keep our computers, files and buildings secure.

Your personal information will be stored on data storage systems, in spreadsheets,
and/or in hard copy within a manual filing system, which is accessible only by
nominated SEUPB staff in each work area. Access to Sensitive Personal Data will
be further limited to relevant staff only. We store your data on secure servers in the
European Economic Area and/or the United Kingdom. Personal data is not normally
stored on laptops. However, where data is stored all SEUPB laptops are encrypted
for security purposes.

HOW LONG WE HOLD YOUR PERSONAL DATA

To meet our legal and regulatory obligations, we hold your personal
information for a period of time but we do not hold it for longer than is
necessary.

DATA PROTECTION OFFICER

Our Data Protection Officer (DPO) oversees how we collect, use, share and
protect your personal information to ensure your rights are fulfilled.

YOUR PERSONAL INFORMATION RIGHTS

The General Data Protection Regulations offers data subjects specific rights in
relation to the collection and processing of their Personal Data. We can help you
with:

Accessing Your Personal Information: You can ask us for a copy of the personal
information we hold. You can ask us about how we collect, share and use your
personal information.

Updating and Correcting Your Personal Information: You can ask us to update
or correct personal information we hold about you that is inaccurate or
incomplete.

Removing Your Consent (Your right to Object): You can change your mind wherever
you give us your consent, such as direct communications or marketing, or using
your sensitive information, such as medical data.

Restricting and Objecting: You may have the right to restrict or object to us
using your personal information if for example you consider the data is
inaccurate or that the processing is unlawful.

Deleting Your Information (your right to be forgotten): You may ask us to delete or
destroy your personal information. In some cases SEUPB will retain information
where it is required for lawful purposes.

Moving Your Information (your right to portability): Where possible we can share a
digital copy of your personal information directly with you or another organisation.

Should you seek to exercise any of these rights, you should contact:

Corporate Governance & Information
Officer Special EU Programmes Body
7th Floor
The Clarence West
Building 2 Clarence
Street West Belfast
BT2 7GP
Email: dataprotection@seupb.eu

SHARING YOUR PERSONAL DATA

Access to your personal information is normally only provided to relevant staff in
SEUPB. However, where necessary we may pass your Personal Data to third
parties who perform functions on our behalf and who also provide services to us, for
example, our Pension Administrator, or people providing contracted services to/for
us. These parties are required to comply with the provisions of GDPR and adhere to
the conditions set out in this Privacy Notice.

We may also release personal information to regulatory or law enforcement agencies, if

they require us to do so and we will also disclose your information where we are
permitted and requested to do so by law.

SEUPB will not sell or share your personal information for marketing purposes.

We will not transfer your personal information outside of the European
Economic Area and/or the United Kingdom.

ACCESSING AND UPDATING YOUR PERSONAL DATA

You are entitled to access the personal information we hold about you. This request
known as a Subject Access Request will be processed and information provided to
you within one month of receiving your request. If you wish to do this, please
contact:
Corporate Governance & Information
Officer Special EU Programmes Body
7th Floor
The Clarence West
Building 2 Clarence
Street West Belfast
BT2 7GP
Email: dataprotection@seupb.eu

MAKING A COMPLAINT

If you have a complaint about the use of your personal information or how it has
been process you can in the first instance contact us to give us the opportunity to
put things right as quickly as possible. If you wish to make a complaint you may do
so in person, by telephone, in writing and by e-mail by contacting:

Corporate Governance & Information
Officer Special EU Programmes Body
7th Floor
The Clarence West
Building 2 Clarence
Street West Belfast
BT2 7GP
Email: dataprotection@seupb.eu

Please be assured that all complaints received will be fully investigated. We ask
that you supply as much information as possible to help us resolve your
complaint quickly.

If you remain dissatisfied then you have the right to apply directly to the
Information Commissioner for a decision. The Information Commissioner can
be contacted at: Information Commissioner’s
Office Wycliffe House
Water
Lane
Wilmslow
Cheshire
SK9 5AF
www.ico.org.uk

UPDATES TO THIS NOTICE

We will make changes to this Privacy Notice from time to time, particularly when we
change how we use your personal information or change our technology.

You can always find an up-to-date version of this notice on our website at
www.seupb.eu or you can ask us for a copy.

